CYBER INCIDENT MANAGEMENT AND RESPONSE PLAN TRAINING AGENDA
Pennington Biomedical Research Center
Thursday, July 21, 2022
10:00 a.m. —3:00 p.m.

10:00 a.m. Welcome
Commissioner of Higher Education Kim Hunter Reed, Louisiana Board of Regents

10:15 a.m. ESF-17 Team Introduction
Dustin Glover, Office of Technology Services, Chief Cyber Officer
Louisiana’s ESF-17 Team is part of the Emergency Support Function Team within the Governor’s
Office of Homeland Security and Emergency Preparedness (GOHSEP) and is responsible for
identifying, responding to, and remediating cyber events that impact the state of Louisiana, as
well as preparing for and preventing cyber incidents.
e Dustin Glover, Chief Cyber Officer
Office of Technology Services, Division of Administration
e Colonel Paul Perron, Joint Chief of Cyber Operations (J36)
Louisiana National Guard
e Devin King, Director of Cyber Crimes Unit
Louisiana State Police
e Corey Bourgeois, Cyber Incident Manager
Office of Technology Services, Division of Administration
e Sarah Anderson, ESF-17 Lead Cyber Counsel
Office of Technology Services, Division of Administration

10:30 a.m. Event Analysis & Evidence Collection
Devin King, Louisiana State Police, Director of Cyber Crimes Unit

e [ouisiana State Police’s Cyber Crime Unit (LSP-CCU) Director will walk through digital
forensic evidence collection and analysis processes for and provide cyber threat statistics.

11:15a.m.  Cyber Incident Management and Response Planning
Dustin Glover, Office of Technology Services, Chief Cyber Officer
e louisiana’s CCO introduces a model Cyber Incident Management and Response Plan for
potential use by Higher Education and discusses Phase 1, Preparation.

12:00 p.m.  Lunch
Lobby




1:00 p.m.

2:00 p.m.

3:00 p.m.

Tabletop Exercise

Dustin Glover, Office of Technology Services, Chief Cyber Officer

Col. Paul Perron, Louisiana National Guard, Cyber Operations Commander (J36)
o  Walk-through, phase by phase, of Cyber Incident Management and Response Plan.

Role of Legal in Cyber Incident Response
Sarah Anderson, Office of Technology Services, ESF-17 Lead Cyber Counsel

e Ms. Anderson will discuss the role of an attorney during a cyber incident and the
responsibilities of internal/external counsel.

Wrap-Up and Next Steps
Dustin Glover, Office of Technology Services, Chief Cyber Officer

Matthew LaBruyere, Louisiana Board of Regents, Deputy Commissioner for Finance and
Administration




